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General Virtual Care /
Telerehabilitation Questions

1. What are telerehabilitation and virtual care?

Telerehabilitation is a subdiscipline of telehealth and
involves any rehabilitation delivered using telehealth
technologies such as videoconferencing, sensors, chat /
text, educational portals and more. The most
recognizable form of telerehabilitation is the
reproduction of the one on one physiotherapy via
videoconferencing. The terms telehealth and
telerehabilitation are slowly being replaced by the term
Virtual Care’.

2. What types of situations should physiotherapists
use virtual care for?

With current technology and techniques, virtual care is
most useful in situations where exercise, education, self-
management instruction, and monitoring are the
primary methods used to accomplish the therapeutic
goals. With creativity, these forms of therapy are fairly
easily adaptable to the virtual environment. For
example, virtual care for orthopaedic surgical recovery

through progressive ROM, strength, functional exercises,

self-mobilization, and education has been shown to be
shown to achieve similar outcomes to physical visits for
several conditions.

3. Do PABC and CPTBC support virtual care?

Absolutely, when doing so is safe and in the best
interest of the patient. PABC has drafted a position
statement on telerehabilitation (pending adoption) and
CPTBC has provided various resources on the subject to
support its use.

4. Is it technically complicated?

Not really. While you will inevitably encounter
occasional difficulties (as we all do with technology),
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the general level of digital literacy you require to
operate in society generally will allow you to participate
in providing virtual care. Of course, you will learn more
and encounter some frustrations as you initiate service,
but as you do more it becomes quite easy.

5. Do | need to buy more computer hardware for
virtual care?

In all likelihood, no. Most modern laptops and tablets
purchase in the last few years will suffice, as long

as they have a camera and microphone. Using a phone
is not recommended for physiotherapy virtual care as
the small screen size inhibits the visual observation of
movement, etc. that is very important to assessment.

6. What kind of connectivity do | need for virtual
care?

It is likely that you already have sufficient bandwidth if
you operate in an urban centre. At minimum, your
connection should be capable of 5 Mbps, but more
modern systems are now suggesting 15 Mbps or more.
Most high-speed internet connections will have no
trouble with this, even though wireless connections. For
example, note that Telus’s basic fibreoptic high speed
hook up in the Lower Mainland is a way-more-than-
necessary 150 Mbps wirelessly. As you move away from
urban centres the connectivity may become more of an
issue, particularly on the patient side. However, even
satellite connections (e.g. Xplornet) can be used
successfully for telehealth.
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https://get.xplornet.com/discovery-bc/?gclid=Cj0KCQjwpLfzBRCRARIsAHuj6qX8Y0ra-2EIo62RGefVhTtgqQh_vkzV9d76_FZ2Mjapgzzbz8cbDkAaAmyhEALw_wcB

Email Security Questions for
Appointment Set-up and
Communications

Answers Obtained from the Office of Information and
Privacy Commissioner.

Note that answers from the OIPC are subject to the
following disclaimer from OIPC: Please also note that
our comments are not intended to be relied on as legal
or other advice and cannot be relied on as such. Please
see the OIPC Policy on Consultations.

1. Can you confirm that email communications of this
form (book appointments, communicate with their
clients in regards to progress, send general
documents such as exercise pdf's, or send documents
(from patient to clinic) with more sensitive personal
and health information such as x-ray reports)are
NOT prohibited by PIPA (although they may require
special consideration, security measures, and
consent).

Answer from OIPC:

You are correct that email communications you
describe are not prohibited by the Personal Information
Protection Act (PIPA), but as you have identified they
may require special consideration and security
measures, depending on the sensitivity of the personal
information.

2. Should clinics have a separate consent that allows
them to use electronic communications to
communicate with patients and third parties?

Answer from OIPC:

You do not need separate consent for electronic
communications if you already have consent for the
disclosure of a patient’s personal information to third
parties. PIPA treats electronic medical records the same
way it treats paper medical records.

3. Some clinics are using Gmail addresses or Gsuite

Business Solutions. Google does not have Canadian
servers. Should clinics be requesting consent before
using email communications through these
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platforms due to cross border data flow? Or should a
disclaimer on the signature line be used in place, or in
addition to such consent?

Answer from OIPC:

PIPA does not have data residency requirements, so
physiotherapists in a private practice do not require
consent to store personal information on non-Canadian
servers.

4. Are there any other suggestions or samples you
could recommend for your members of the
necessary consents we should be collecting in regard
to email communications? We function quite
analogously to a doctor’s or dentist’s office, so
examples of those would suffice as well.

Answer from OIPC:

Separate consent for email communications in not
required if you already have consent for the collection,
use and disclosure of a patient’s personal information.
PIPA treats electronic medical records the same way it
treats paper medical records.

However, the Freedom of Information and Protection of
Privacy Act (FIPPA) governs health authorities. If a
physiotherapist is working for a health authority, FIPPA
requires personal information in a health authority’s
custody or control must be stored and accessed only in
Canada unless the health authority obtains patient
consent for access or storage outside of Canada, with
very limited exceptions.
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https://www.oipc.bc.ca/guidance-documents/1432

Virtual Care / Telerehabilitation
Questions

Answers Obtained from the Office of Information and
Privacy Commissioner.

Note that answers from the OIPC are subject to the
following disclaimer from OIPC: Please also note that
our comments are not intended to be relied on as legal
or other advice and cannot be relied on as such. Please
see the OIPC Policy on Consultations.

1. Can we use a telehealth / virtual care system that
has servers in the US?

Answer from OIPC
Yes, you can use a telehealth / virtual care system that
has servers in the US.

2. In rare cases, a physiotherapist may wish to make
a recording of a video or still image for future

comparison (swelling, scar size, movement pattern).
If there is a US Does this change the above answer?

Answer from OIPC
No

3. Clinics need to inform their client bases of their
Virtual services. Some are concerned that this will be
considered spam and break privacy legislation if the
client has not agreed to receive marketing emails.

Answer from OIPC:

This office oversees the Personal Information Protection
Actand the Freedom of Information and Protection of
Privacy Act. | can’t really comment on Canada’s Anti-
Spam Legislation (CASL) but it is my understanding that
CASL doesn’t apply if the physiotherapist has an
existing relationship with the client, and they aren’t
trying to sell a product or service.

4. If a Telehealth tool says it is PIPEDA compliant,
should we be fairly confident that it will meet PIPA
requirements for videoconferencing purposes?

Answer from OIPC:

PIPEDA and PIPA are substantially similar. However, it
remains each organization’s responsibility to ensure the
platform is PIPA compliant.
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5. If a tool says it is HIPPA compliant, even though
that is US legislation, is that relevant to us in any
way?

Answer from OIPC:

Unfortunately, | am not able to comment on HIPPA. The
organization is responsible for making sure that the tool
is PIPA compliant. | am not familiar enough with HIPPA
to know how similar it is to PIPA.

6. Anything else you can suggest to us that we tell
our members about using virtual care (assuming all
personal information is initially collected using
standard, PIPA compliant procedures as it would be
for in-person visits).

Answer from OIPC:
A: The specific requirement in PIPA is in s. 34. Here are
some basic things to keep in mind:

e You would need your patients’ consent.

e Tell clients that you cannot guarantee that your
conversations with them will be intercepted, but
explain what security measures are in place to
minimize that from happening. (e.g. end-to-end
encryption).

e Given the personal information you are collecting,
using and disclosing is sensitive because it relates to
an individual’s health, you should only use a platform
that has end to end encryption.

e You should read the privacy policy of whatever
platform you are using to ensure that there are not
any terms that seem like red flags.

e Avoid platforms owned by companies with known
privacy problems.

e If you record meetings, you should immediately save
a copy on a local, secure computer you control and
delete recordings off of the platform you are using.

e You are not responsible under PIPA for the security
of the patient’s device, only your device and the
platform on which you conduct your work. | suggest
you make it clear to your patients they are
responsible for their own security. For example, they
should communicate with you using a machine with
an encrypted hard drive (like an iPad or iPhone) but
if they do not, then that is their responsibility, not
yours.

If you want to read more about what the OIPC has
published about this topic, here are two resources:
Security Self-Assessment Tool

Mobile Devices: Tips for Security & Privacy
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https://www.oipc.bc.ca/guidance-documents/1432
https://www.bclaws.ca/civix/document/id/complete/statreg/00_03063_01#section34
https://www.oipc.bc.ca/guidance-documents/1439
https://www.oipc.bc.ca/guidance-documents/1439
https://www.oipc.bc.ca/guidance-documents/1994

Other Regulatory Questions:

1. Can | treat a patient in another province?

Treating a patient in another province is possible. To do
so, the PT has to be licensed not only in their own home
jurisdiction but also in the jurisdiction where the patient
is located. See CPTBC bold text, first paragraph.

Many jurisdictions have temporary or telehealth
licenses for this purpose so a PT is not paying full
registration fees for this:

See Visiting clinician for Alberta

See College of Physiotherapists of Ontario here
See for British Columbia here

If you are looking to apply to provide telehealth, are
you already registered in another Canadian
jurisdiction?

If No - you are not eligible to apply.

If Yes - please review the CAPR cross-border telehealth
guidelines; contact reqistration@cptbc.org to discuss
eligibility.

And if the patient is in a non-Canadian jurisdiction, we
are telling them to contact the regulator in that non-
Canadian jurisdiction to inquire about necessary
licensure.

2. Do | need a special license to practice Virtual
Physiotherapy Care?

No, you do not need a special license. You do need to
have to be registered and licensed within the province
you are practicing.

Further regulation questions will be
answered here as CPTBC and PABC
communicate and seek input on the
developing practice. Check back to as this
guide will be updated over the coming
months.
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https://cptbc.org/physical-therapists/practice-resources/advice-to-consider/tele-rehabilitation/
https://www.physiotherapyalberta.ca/applicants/courtesy_register
https://www.collegept.org/applicants/cross-border-physiotherapy
https://cptbc.org/physical-therapists/registration/full/
mailto:registration@cptbc.org

